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Transform .crt to .cer file

This is a short reminder to go from one to another format in windows.

1. Locate your crt file
2. double click it, it should open the details of the certificate

r

af Certificate

General Details Certification Path

.ifj.]ﬂ Certificate Information

This certificate has expired or is not yet valid.

dockermedia » DockerCert > sc

& T.E' Tl Sort = View

Date modified

Issued to:  sophior.com 3.ca-bundle
3.cer 03/10/2024 1%:28
Issued by: Sectigo RSA Domain Validation Secure Server CA hart 12/11/2023 20:29
j.crt+ca-bundle 12/11,/2023 20:29
valid from 22/04/2023 to 21/05/2024 J.csr 12/11/2023 20:29
dkeey 12/11,/2023 2(:29

Install Certificate... | Issuer Statement

(84

3. Go to details, and "Copy to File..." a dialog will prompt which format to generate and where to
store it
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General Details  Certification Path € &F Certificate Export Wizard
Show:  <all= ~
) Export File Format
Field Value
Certificates can be expaorted in a variety of file formats.

B\-‘ersion V3

E|Serial number 599ad364308fd4c7b9 1ca4545. ..

DSignab_lre algorithm sha256R54

EISignature hash algorithm sha256 Select the format you want to use:

Dlssuer Sectigo RSA Domain Validation. .. © CER encoded binary X.502 {.CER)

Eli-'alid from Saturday, 22 April 2023 02:00...

) Base-64 ded ¥.509 (.CER.
(=] valid to Tuesday, 21 May 2024 01:55:55 O Base-64 encode (CER)
[Elahiart annhine ram () Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

2 Enable certificate privacy

Edit Properties. .. Copy to File... Microsoft Serialized Certificate Store (.55T)

QK
) Mext Cancel
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RDP file autologin

For our macincloud accounts, it was cumbersome to always manually login without copy-paste
ability into the session.

You will need to edit the .rdp file and generate a passsword hash with a program from the internet.

e Either use POwershell:

("MySuperSecretPassword!" | ConvertTo-SecureString -AsPlainText -Force) | ConvertFrom-

SecureString;

e Or Get CryptRDP5

o Get the program cryptRDP5.exe
o In the location, open a command prompt to generate your password hash

C:\Users\Tim\Downloads>cryptRDP5.exe thisismypassword

010000060DO8CIDDFO115D01118CTARBCOLFC297EBO10000008DAD23DO76DU17U896F9BDEFF3F192E30000000008000000700073007700000010660000
0EP1PERE200PREERITEEAC6PIFSUTIATET115A2BCID6EF8CO61C12ESECIDOFOBESSFEDEF88TDDEBFCOREREARROESRONARRRA2000020000BBBBAEADIS3
TUA51B238C685DOEE1B@C36DIDUFDEC6ODAUTE50133BA3580DA95615300000009A8EC1FCF5CFCI6ELTFDFB7B3UAFDS878AAUCCU6EBFSC2FO660UFL38

6C1C82CFTUTECOEEF6BCBDI2C6DESTEOF7ABOESLUOOB0000676850CEBDIAS2198F1UARS13U52F1CDEE3S0ELUEES982U6210U0861A51CC1CEBCERESF3U
BO2A202C5FFEFUUSE®313C70EODIDTCESAFEBGEG20AA9316CE6823D3

C:\Users\Tim\Downloads>|

3. Open the RDP file with notepad and add two lines

password 51:b:yourhash

username:s:yourpasword

E MacinCloud_Full_Screen.rdp L] aF

File Edit View
BOLCWaY P U1 L ICUS GBS L. L.
promptcredentialonce:i:l

i +.c.. .

password 51:b:81000000D88C9DDFB11501118C7ARBCR4FC297EER]100EEEEEDAD23DE7604174896F9BDEFF3IF192E30000000003000000700073007700000010660000000100002
username:s:thisismyusername)

il

4. Save the file and click it - you now should've bypassed the login


https://github.com/jpawlowski/openvpn-als-applications/tree/master/adito-application-rdp-xplatform-embedded/src/windows
https://wiki.sophior.com/uploads/images/gallery/2024-10/Smyimage.png
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Recover data on
catastrophic loss

For some reason, something went wrong and corrupted my complete USB-controller.

Booting into the BIOS or USB recovery disk, however, the keyboard and mouse worked fine.

Booting into the recovery USB drive ( see Create installation media) I've tried using dism (to install

and reinstall drivers) and forcing safe-mode. Which all gave the same result: no control over the
desktop. Other creative ways, but this didn't result in success.

The system didn't have an active RDP host - so literally we were unable to get back into it. Luckely
it has a 2-drive setup (one fast "windows" drive and a large "storage" drive).

Recover data

If you have another PC (to create your USB drive), install portableapps on it and install the

application FastCopy on it in a subdirectory.
(you can boot into the recovery console, unplug the USB drive, install portable apps and then plug
it in again and "dir" to the application folder)

Then use the console to navigate to the path - in my case only the 64-bit version of the applications

worked, and | had to "cd" into the path in order to launch it by typing the name. You then should

get the application jumping open and you can copy over your files. USB is working, so you could
—



https://support.microsoft.com/en-us/windows/create-installation-media-for-windows-99a58364-8c02-206f-aa6f-40c3b507420d
https://portableapps.com/
https://portableapps.com/apps/utilities/fcpyportable
https://wiki.sophior.com/uploads/images/gallery/2024-10/fastcopy.png

This should allow you to copy over your files.

Reinstallation of windows

When you reinstall windows onto an existing installation, there will be a windows.old folder.
According to the documentation it allows to "revert back"”, but | would rely on it.

What about the USB failure

Mouse and keyboard worked fine, until Windows 10 fetched updates and it gave up again.
So we've installed Windows 11 and configured VPN and remote desktop access to avoid this
situation.



Change Remote Desktop
port

Regedit

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp

¥ Change the listening portin ke X + - [a] X

« c learn.microsoft.com /en-us/windows-server desktop es/clients/change- listening-port * O @

& Filter by title ‘ Learn / Windows Server / Remote Desktop Services / ® 7 Additional resources

Remote Desktop Services

> Get started

Change the listening port for Remote Desktop
on your computer

> Build and deploy Employ remote management - Training

> Run and tune Article - 07/03/2024 - 11 contributors & Feedback This module demonstrates the various tools for connecting
remotely to a Windows client
~ Access your Remote Desktop resources

Available Remote Desktop clients Appl "

> Microsoft Store client File Edit View Favorites Help

» Android client When | Computen HKEY_LOCAL_ MACHINE\SYSTEM\CurrentControlSet\Control\ Terminal Server\WinStations\RDP-Tcp

Remot SysProcs Name Type Data
> 05 client defaul > B TeminalTy i KeepAliveTimeo... REG_DWORD 0400000000 (0)
> macOs client > 5;‘]‘2';‘ eyboardLayout  REG_DWORD 000000000 (0)
2 anAdapter REG_DWORD 000000000 (0)
> Web client 1.5 > 0 Wds
o Winttetion || 2LosdableProtoc... REG_SZ {5828227c-20cf-4408-b73F-T3ab 7068240}
> Remate Desktop Connection client for Windows (MSTSC) . 3 23 Console REG_QWORD 0x00000000 (©)
s 5 . REG_QWORD 000000000 (0)
~ Setting up your PC for Remote Desktop 3F RD:ST,‘;: REG_QWORD 0x00000000 (0)
Supported PCs Vides REG_DWORD OGFFE (4284967295)
4.9 TimeZonelnfo REG_DWORD 0:0000000z (10)
Grant Remote Desktop access to your PC 5.7 Tom 54 MinEneryptionl... REG_DWORD 0400000002 (2)
a5
Grant access to your PC from outside your network 6.d Ubpm 2 NWLoganserver  REG SZ
5 7 UnitedVideo REG_DWORD 000000006 (5)
Change the RD listening port on your PC » T Use REG_DWORD 0400000064 (100)
., Acvanced informti The n » 70 usbflags REG_DWORD 0x00000212 (530)
vanced information
: 5 77 usbstor
you'rg VAN REG.s2 Edit DWORD (32-bit) Value X
> Known issues z REG_DWORD %000
5 7 Video
You ca WalletService oo o |\
25/pdDLL REG SZ P pothiumber
z xd’;‘ e 28)pdDLLY REG_SZ e .
Powel > REG_DWORD e data: ase
3 0 woi REC DWORD oo 29 O Hexadecimal
WHEA -
Gegy 4 25)PdName REG_SZ tep © Decimal
Windows
Winlnit 25 PdNamel REG_SZ tesecs
3 == Winlogon B8 PortNumber REG_DWORD 0x000 Cancel
Winresume REG_BINARY 0100
Forsy > 7w REG DWORD 000000001 (1
Workplaceloir REG_DWORD 0400000001 (1)
powel 5 70 WeN REG_DWORD 0400000002 (2)
> ©7 Enum REG_DWORD 0:00000001 (1)
rol 3 77 Hardware Profiles . REG_DWORD 0400000001 (1)
pspd > Policies REG_SZ
= 3 77 Serviees REG_DWORD 000000036 (54)
psch ServiceState REG ST Microsoft RDP 8.0
e 5 ° DriverDatabase ReGS7 RDP
. HardwareConfi
[l Download PDF PSPy 4 i are :Vﬂ'ﬁ onfig REG_DWORD 0x00000d3b (3327)
ey REG_DWORD 0x00000¢40 (3392)
55 Keyboard Layout 5| WEProfilePath  REG_SZ

= . oros
-8B &€ « A& e DD om0
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Passwordless login

Set DevicePasswordLessBuildVersion to O
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\PasswordLess\Device
run netplwiz
= Run >

=  Typethe name of a program, folder, document, or Internet
= i \ .
resource, and Windows will open it for you.

Open: TR v

Cancel Browse...

and uncheck

Users  Advanced

{P Use the list below to grant or deny users access to your computer,
7y andto change passwords and other settings.

[ JiUsers must enter a user name and password to use this computer.:

Users for this computen



https://wiki.sophior.com/uploads/images/gallery/2024-10/fc654ff9-7620-4b5c-a94e-40b98a3d5b6b.png
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Make windows like it used to
be (Windows 11 start menu

etc)

Windows 11 feels nice, but the start-menu and context menu integrations always get in the way.

The following app allows to completely set the behaviors to your hand and remove the annoying

"features"

1. Install ExplorerPatcher from here https://github.com/valinet/ExplorerPatcher

2. Install as administrator

3. Start the application by right-clicking the menu bar and selecting "Properties"
from WinBakUp (D:\WinBakUp) to \
About 17 hours remaining

Toolbars

Cascade windows

Show windows stacked
Show windows side by side

Show the desktop

Task Manager

Properties

Lock the taskbar

Taskbar settings

4. Configure as you like


https://github.com/valinet/ExplorerPatcher
https://wiki.sophior.com/uploads/images/gallery/2024-10/01056664-721a-4e45-a179-ed5df8b6825a.png

B Properties

Taskbar Remember last used section in this window

Open clock flyout when pressing Win+C instead of Microsoft Teams *
System tray :

Show separators between taskbar toolbars *
File Explorer R

Add shortcut to program settings in Win+X menu

Start menu Remove shortcut key from program settings itern in Win+X menu

Window switcher Disable Office hotkeys (Ctrl+Alt+Shift+ Windows key combinations) *

Spotlight v Disable Win+F (Feedback Hub) hotkey *

Disable rounded corners for application windows
Other
Disable quadrants when snapping windows *

Lol Default action in the Alt+ F4 dialog on the desktop : Shut down (defautt)

Advanced Prevent the following Control Panel links from being redirected to the Settings app:
Settings and uninstall ¥ Systemn / About page

X Programs and Features
About

¥ Adjust date/time

¥ Customize notification icons
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SMB (fileshare) is slow /
capped to 10Mbit

Open powershell as administrator:

Set-SmbClientConfiguration -EnableBandwidthThrottling 0 -EnableLargeMtu 1

Read more:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters
EnableSecuritySignature - should be 0

RequireSecuritySignature - should be 0


https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/slow-smb-file-transfer

Turn off web search In start
menu

regedit

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Search

Create DWORD:

e BingSearchEnabled=0
e CortanaConsent=0



